Abstract: Edge computing and the Internet of Things (IOT) provide the technological basis for the development of intelligent manufacturing nowadays. In order to support the intelligent interconnection and application of all kinds of equipment in the industrial field, edge computing should be equipped close to or embedded in all kinds of equipment nodes in the industrial wireless network. Therefore, it is meaningful to investigate the wireless network design of the Industrial Internet of Things. Low power wireless sensor devices are widely used in the Industrial Internet of Things (IIoT), which are sensitive to electromagnetic noise. The electromagnetic noises in industrial scenarios are significantly different from the conventional assumed white noise. In this paper, the measurement results of electromagnetic noises at three different test positions are given in an automobile factory. The spectrum occupancy of the factory wireless environment in the 300 MHz-3 GHz band was obtained by frequency domain measurement. In the time domain measurement, four statistical parameters of the three bands of 315 MHz, 433 MHz, and 916 MHz were measured, and the electromagnetic noise distributions in different plant areas and different frequency bands were analyzed. According to the measurement results, the time-varying characteristics of electromagnetic noise can be characterized by continuous hidden Markov models (CHMM). These results are informative to the design and optimization for the edge computing networks for IIoT.
Introduction
With the proposal of the industrial 4.0 strategy, advanced technologies such as the Internet of Things, edge computing, and Big Data have emerged to provide technical support for the development of intelligent manufacturing [1] [2] [3] [4] . The Industrial Internet of Things connects machines, objects, and people in factories [5, 6] . Edge computing transfers data processing, application running, and even the realization of some functional services from the network center to the nodes on the edge of the network. It solves the disadvantage that cloud computing cannot support computing-intensive and delay-sensitive tasks and enables data processing and analysis in intelligent factories. In order to support the intelligent interconnection and application of all kinds of equipment in the industrial field more effectively, edge calculation should be made close to or embedded in all kinds of sensor, robot, instrument, and other equipment nodes of industrial wireless networks [7] . In order to better access or embed edge computing on various device nodes of industrial wireless networks, the characteristics of the Industrial Internet of Things should be studied.
As a typical case of the fifth generation mobile communication (5G) mMTC (massive machine type of communication) scenario, the Industrial Internet of Things (IIoT) has become the key competitiveness methods, APD, NAD, PDD, and PSD, to analyze the statistical properties of the gathered noises. The results of noise measurement in the frequency domain and time domain are given in Sections 4 and 5, respectively. In Section 6, a brief conclusion is given.
Measurement Environments and Methods

Measurement Positions
The measurements were conducted in an automobile factory. The automobile factory has two main areas; one is the processing area and the other is the office area. Welding is the most important manufacturing process in the processing area, including the manual spot welder and the welder robot. We selected three positions for the measurements: near the manual spot welder, near the welder robot, and in the office area. The real environments of the three positions are shown in Figure 1 . In the process of measurement, the equipment was at work. Compared with the welding workshop, the office area can be seen as a noise-free area, and the measurement results in there can be used for comparison. 
Measurement Equipment
A logarithmic periodic antenna and spectrum analyzer were used for noise measurement. The logarithmic periodic antenna is commercial and has many outstanding advantages, such as wider operating bandwidth and superior gain for all frequencies in the frequency band range. The operating frequency range of this antenna is 300 MHz to 8 GHz. The size of the antenna is 355 × 497 mm, and the polarization mode is linear polarization. In actual measurement, the antenna was elevated to 1.4 m high. The antenna was measured in horizontal and vertical polarization modes.
We conducted the measurements in frequency and time domains. The frequency domain measurement was done to analyze the occupancy of radio spectrum resources. We extracted the central frequency band, bandwidth, and power level of the noise. By using the time domain measurement, the time waveform of the electromagnetic noise was recorded at certain frequency bands. We analyzed the statistical properties in the time domain. The actual measurement environments are shown in Figure 2 . 
Frequency Domain Measurement Method
The spectrum analyzer used was the N9010B spectrum analyzer manufactured by Keysight Company, and its measurement range was 10 Hz-44 GHz. In measurement, the parameter setting of the spectrometer has a great influence on the accuracy of test results, so reasonable parameter setting 
The spectrum analyzer used was the N9010B spectrum analyzer manufactured by Keysight Company, and its measurement range was 10 Hz-44 GHz. In measurement, the parameter setting of the spectrometer has a great influence on the accuracy of test results, so reasonable parameter setting is very important. The occupied BW (bandwidth) mode of the spectrum analyzer was used in the frequency domain measurement method. We measured the frequency occupation from 300 MHz to 3 GHz at these three positions. The horizontal polarization and vertical polarization of the antenna were measured, respectively. The preamp was set to the open state. The parameters of frequency domain measurements are listed in Table 1 . 
Time Domain Measurement Method
The data collecting mode of the spectrum analyzer was used in the time domain measurement. We recorded the time domain waveform of electromagnetic noise at 315 MHz, 779 MHz, and 916 MHz. These three frequencies and the 200 kHz bandwidth selected by the time domain measurement are the frequency points and bandwidth adopted by low power wireless sensor chips on the market. The sampling rate was set to 2 MHz and the measurement duration was set to 134.2 s. As in frequency domain measurement, the antenna was measured by horizontal polarization and vertical polarization, respectively. The parameters of time domain measurements are listed in Table 2 . 
Statistical Parameters
As seen in Figure 3 , a simple noise baseband model was plotted [17] . Three important characteristics of the electromagnetic noise baseband model were considered: the amplitude of the pulse, the duration of the pulse, and the interval between the two adjacent pulses. Four statistical parameters were employed to analyze the three characteristics of the noise spectrum [17] : amplitude probability distribution (APD), pulse duration distribution (PDD), pulse separation distribution (PSD), and noise amplitude distribution (NAD). The APD and NAD were used to study the amplitude characteristics of pulses, PDD was used to analyze the duration of pulses, and PSD could well characterize the arrival interval of adjacent pulses.
parameters were employed to analyze the three characteristics of the noise spectrum [17] : amplitude probability distribution (APD), pulse duration distribution (PDD), pulse separation distribution (PSD), and noise amplitude distribution (NAD). The APD and NAD were used to study the amplitude characteristics of pulses, PDD was used to analyze the duration of pulses, and PSD could well characterize the arrival interval of adjacent pulses. The APD and NAD were used to characterize the amplitude of the pulse. The APD represents the probability that the pulse amplitude exceeds a certain threshold value. It can be calculated by the ratio of the total time when the pulse amplitude exceeds the threshold value to the total time measured as [18] .
where  is the noise amplitude and i L is the threshold level; we refer to the method proposed in patent [19] to determine it in the actual measurement and analysis process. T is the total measurement time, k t is the duration of a pulse whose amplitude exceeds the fixed value. For instance, the APD of the signal in Figure 3 is
The influence of electromagnetic noise on bit error rate (BER) can be mapped directly to the APD value, which can directly reflect the size of the BER.
The NAD is defined as the number of pulses whose value is higher than the threshold divided by the total measurement time [20, 21] , and is expressed as
where T is the total measurement time and ( ) k n p is the number of pulses whose value is higher than the threshold. For instance, the NAD of the signal in Figure 3 is The APD and NAD were used to characterize the amplitude of the pulse. The APD represents the probability that the pulse amplitude exceeds a certain threshold value. It can be calculated by the ratio of the total time when the pulse amplitude exceeds the threshold value to the total time measured as [18] .
where λ is the noise amplitude and L i is the threshold level; we refer to the method proposed in patent [19] to determine it in the actual measurement and analysis process. T is the total measurement time, t k is the duration of a pulse whose amplitude exceeds the fixed value. For instance, the APD of the signal in Figure 3 is
The influence of electromagnetic noise on bit error rate (BER) can be mapped directly to the APD value, which can directly reflect the size of the BER. The NAD is defined as the number of pulses whose value is higher than the threshold divided by the total measurement time [20, 21] , and is expressed as
where T is the total measurement time and n(p k ) is the number of pulses whose value is higher than the threshold. For instance, the NAD of the signal in Figure 3 is
The PDD is used to analyze pulse duration. It means the probability that the duration of the pulse exceeds a threshold value τ d , which can be expressed by the ratio of the number of pulses lasting time beyond τ d to the total number of pulses as [17] :
where n(t > τ d ) is the number of pulses lasting time beyond τ d and N is the total number of pulses. PSD can well characterize the arrival interval of adjacent pulses. It means the probability that the interval of adjacent pulses exceeds a fixed value τ s [16] . It can be expressed as Low power wireless sensors are often used in industrial scenarios. The noise power has a great impact on the wireless links of sensors. Low power wireless sensors usually work in five frequency bands, i.e., 315 MHz, 433 MHz, 779 MHz, 868 MHz, and 916 MHz, and the bandwidth is usually from 10 kHz to 200 kHz. Therefore, we focused our measurements on the spectral bands near the above five bands. Figure 5 shows the spectrum near the above frequency bands. Note that there were mobile communication signals in the frequency bands above 870 MHz and below 915 MHz. We extracted the average power levels of five bands of noise, as shown in Table 4 . According to the extracted results, we could see that the power of the electromagnetic noise was decreased with the increase of the frequency. from 10 kHz to 200 kHz. Therefore, we focused our measurements on the spectral bands near the above five bands. Figure 5 shows the spectrum near the above frequency bands. Note that there were mobile communication signals in the frequency bands above 870 MHz and below 915 MHz. We extracted the average power levels of five bands of noise, as shown in Table 4 . According to the extracted results, we could see that the power of the electromagnetic noise was decreased with the increase of the frequency. However, according to the principle of the transmission theory, the path loss increases with the increase of frequency. The frequency selection of the IIoT needs to consider not only noise but also path loss. Therefore, we needed to calculate the path loss in different frequency bands. Thus, we could judge which frequency band is most suitable for IIoT.
The expression of path loss in free space is:
where f is the frequency in MHz and d is the distance between the transmitter and the receiver.
The unit is kilometers. We assumed that d was equal to 0.1 km. We calculated the path loss according to Equation (5) and the results are shown in Table 5 . However, according to the principle of the transmission theory, the path loss increases with the increase of frequency. The frequency selection of the IIoT needs to consider not only noise but also path loss. Therefore, we needed to calculate the path loss in different frequency bands. Thus, we could judge which frequency band is most suitable for IIoT.
where f is the frequency in MHz and d is the distance between the transmitter and the receiver. The unit is kilometers. We assumed that d was equal to 0.1 km. We calculated the path loss according to Equation (5) and the results are shown in Table 5 . Taking 315 MHz as a reference, let its gain be 0. We defined the gain equal to the reduction of the average power of the noise minus the increase of the transmission loss. Taking 868 MHz as an example, the average noise power was reduced by 8.3 dB ((−111 dBm) − (−119.3 dBm)) compared to 315 MHz, and the path loss was increased by 8.8 dB (71.2 dB − 62.4 dB). Therefore, the gain of 916 MHz was −0.5 dB (8.3 dB − 8.8 dB). Similarly, we calculated the gain of other frequency bands. The specific results are listed in Table 6 . According to the results in Table 6 , the best choice of frequency of IIoT was 916 MHz, and the others were 315 MHz, 433 MHz, 868 MHz, and 779 MHz. Figure 6 . For comparison, we also measured APD values of traditional additive white Gaussian noise, as shown in the solid line in Figure 6 . Figure 6 shows that the APD values measured by the horizontal and vertical polarization modes of the antenna were approximately the same. The value of APD can be used as a measure of electromagnetic energy. The tail of the APD curve represents the maximum value of measured noise power. From the figure, we can see that the measured noise power values near the manual spot welder and the welder robot were similar, while the value measured in the office area was far less than that in the welding workshop, since the office area was less affected by mechanical equipment. The power of noise measured at the 916 MHz frequency point was the smallest, which was because the propagation loss increased with the increase of noise frequency.
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Frequency (MHz) 315 433 779 868 916
Gain (dB) 0 −0.3 −0.6 −0.5 3.8
Characterization Using the Time Domain Measurement Data
Measurement Results
APD Results
APD values of the measured noise are shown in Figure 6 . For comparison, we also measured APD values of traditional additive white Gaussian noise, as shown in the solid line in Figure 6 . Figure 6 shows that the APD values measured by the horizontal and vertical polarization modes of the antenna were approximately the same. The value of APD can be used as a measure of electromagnetic energy. The tail of the APD curve represents the maximum value of measured noise power. From the figure, we can see that the measured noise power values near the manual spot welder and the welder robot were similar, while the value measured in the office area was far less than that in the welding workshop, since the office area was less affected by mechanical equipment. The power of noise measured at the 916 MHz frequency point was the smallest, which was because the propagation loss increased with the increase of noise frequency. 
NAD Results
NAD results of the measured noise are shown in Figure 7 . The NAD is defined as the number of pulses whose value is higher than the threshold divided by the total measurement time. It measures the intensity of electromagnetic noise from another perspective. Figure 7 shows that the NAD values measured by the horizontal and vertical polarization modes of the antenna were approximate. The head (at the level of 10 −2 ) of the NAD curve indicates that the power of electromagnetic noise measured in the office area was smaller than the power level measured in the manual spot welder and welder robot, which was due to the office area being less affected by electromagnetic noise. The NAD values of electromagnetic noise measured near the manual spot welder and the welder robot were similar, indicating that the intensity of electromagnetic noise near them was similar.
NAD results of the measured noise are shown in Figure 7 . The NAD is defined as the number of pulses whose value is higher than the threshold divided by the total measurement time. It measures the intensity of electromagnetic noise from another perspective. Figure 7 shows that the NAD values measured by the horizontal and vertical polarization modes of the antenna were approximate. The head (at the level of 10 ) of the NAD curve indicates that the power of electromagnetic noise measured in the office area was smaller than the power level measured in the manual spot welder and welder robot, which was due to the office area being less affected by electromagnetic noise. The NAD values of electromagnetic noise measured near the manual spot welder and the welder robot were similar, indicating that the intensity of electromagnetic noise near them was similar. 
PDD Results
The PDD values of the noise are shown in Figure 8 . PDD means the probability that the duration of the pulse exceeds a threshold value . It can be seen from the measurement results that the PDD value of the office area was always smaller than the values at the other two measurement positions in the three frequency bands. This means that the duration of noise in the office area was the shortest during the same measurement time. The PDD values measured near the welder robot and the manual spot welder were not exactly the same, which may be due to the fact that the contact time between the welding head and the object was not a fixed value during manual welding, so the duration of pulse noise varied greatly. 
The PDD values of the noise are shown in Figure 8 . PDD means the probability that the duration of the pulse exceeds a threshold value τ d . It can be seen from the measurement results that the PDD value of the office area was always smaller than the values at the other two measurement positions in the three frequency bands. This means that the duration of noise in the office area was the shortest during the same measurement time. The PDD values measured near the welder robot and the manual spot welder were not exactly the same, which may be due to the fact that the contact time between the welding head and the object was not a fixed value during manual welding, so the duration of pulse noise varied greatly.
PSD Results
The PSD value of the noise is shown in Figure 9 . PSD means the probability that the interval of adjacent pulses exceeds a fixed value τ s . From the measurement results, it can be seen that at the 315 MHz frequency point, the PSD value measured near the manual spot welder was higher than that measured near the welder robot, while the PSD value measured in the office area was the smallest. This shows that the noise power spectrum density value of the office area was smaller than the values of the other two measurement positions, while the uncertainty caused by manual operation caused electromagnetic noise to appear more frequently. In the 779 MHz and 916 MHz bands, the PSD values measured at the three locations were similar, which may be due to the frequency increase, and the noise power spectrum density values at the three measurement locations tended to be consistent.
Combining the values of the four statistical parameters shown in Figures 6-9 , it can be concluded that the electromagnetic noise generated by the manual spot welder and the welder robot operation was similar, but it was not completely consistent. This was because the two kinds of mechanical equipment used the same welding head, so the noise situation was similar. However, when working, the height of the welding head and the position of the welding car were different, resulting in slightly different noises, but the two were generally similar. 
The PSD value of the noise is shown in Figure 9 . PSD means the probability that the interval of adjacent pulses exceeds a fixed value . From the measurement results, it can be seen that at the 315 MHz frequency point, the PSD value measured near the manual spot welder was higher than that measured near the welder robot, while the PSD value measured in the office area was the smallest. This shows that the noise power spectrum density value of the office area was smaller than the values of the other two measurement positions, while the uncertainty caused by manual operation caused electromagnetic noise to appear more frequently. In the 779 MHz and 916 MHz bands, the PSD values measured at the three locations were similar, which may be due to the frequency increase, and the noise power spectrum density values at the three measurement locations tended to be consistent. Since the tail of the APD curve represents the maximum measured noise power, it can be seen from the APD results that the maximum measured noise power in the office area was significantly lower than the maximum measured noise power in the other two measurement positions under the same frequency point and the same antenna polarization mode. PDD results indicate that the office area was less affected by electromagnetic noise with a longer duration than the other two measurement positions. PSD results indicate that the pulse interval of electromagnetic noise in the office area was larger than the other two measurement positions. From these three data, it can be seen that the office area was less affected by electromagnetic noise than the other two measurement positions, which was due to the fact that both manual spot welding machines and welding machines were located inside the welding workshop, and the workshop environment was more noisy and electromagnetic interference was stronger than that of the office area. However, the office area was not far from the welding workshop and also had interference by electromagnetic noise radiated from the workshop, so the noise power measured in the office area was only slightly lower than that measured in the welding workshop.
In addition, we can conclude from the NAD results that an electromagnetic noise higher than −90 dBm was generated at every 0.1 ms interval at 315 MHz near the welding robot. However, the received power of the user equipment in the IIOT scenario was about −90 dB. Therefore, these electromagnetic noises will greatly affect the reliability of the communication system. Therefore, it is necessary to further study the anti-noise problem in industrial environments. Combining the values of the four statistical parameters shown in Figures 6-9 , it can be concluded that the electromagnetic noise generated by the manual spot welder and the welder robot operation was similar, but it was not completely consistent. This was because the two kinds of mechanical equipment used the same welding head, so the noise situation was similar. However, when working, the height of the welding head and the position of the welding car were different, resulting in slightly different noises, but the two were generally similar.
Since the tail of the APD curve represents the maximum measured noise power, it can be seen from the APD results that the maximum measured noise power in the office area was significantly lower than the maximum measured noise power in the other two measurement positions under the same frequency point and the same antenna polarization mode. PDD results indicate that the office area was less affected by electromagnetic noise with a longer duration than the other two measurement positions. PSD results indicate that the pulse interval of electromagnetic noise in the office area was larger than the other two measurement positions. From these three data, it can be seen that the office area was less affected by electromagnetic noise than the other two measurement positions, which was due to the fact that both manual spot welding machines and welding machines were located inside the welding workshop, and the workshop environment was more noisy and electromagnetic interference was stronger than that of the office area. However, the office area was not far from the welding workshop and also had interference by electromagnetic noise radiated from the workshop, so the noise power measured in the office area was only slightly lower than that measured in the welding workshop.
In addition, we can conclude from the NAD results that an electromagnetic noise higher than -90 dBm was generated at every 0.1 ms interval at 315 MHz near the welding robot. However, the received power of the user equipment in the IIOT scenario was about -90 dB. Therefore, these 
Modeling of Time-Varying Characteristics
In the welding shop, electromagnetic noise occurs and disappears due to the work conditions of the mechanical equipment. The continuous hidden Markov model is a commonly used method for statistical modeling of non-stationary signals, such as speech signals. We used the continuous hidden Markov model (CHMM) to characterize the time-varying characteristics of the electromagnetic noise.
We consider that there are two states (state 1 and state 2) of electromagnetic noise in the factory. State 1 and 2 represents the equipment is not working or is working, respectively. We assume that both states are Gaussian distributed variables and the mean and variance are µ 1 , σ 1 , µ 2 , and σ 2 , respectively. Thus, a two-state first-order CHMM can be used to characterize the generation and extinction behavior of the electromagnetic noise in industrial scenarios.
CHMM Definition
CHMM has three main elements: state transition probability matrix P, state observation vector probability model B, and initial state probability vector I [22] . If the event has two states and they all obey the Gaussian distribution, then:
where p ij means the probability of making a transition to state j, given currently in state i.
where
b 1 (y), and b 2 (y) are the probability density function of two states.
where I i is the probability of the initial moment of state i.
To model the signal with CHMM (λ = (P, B, I)), we give an approximate estimate value of the three elements according to the real measurement data using the Baum-Welch algorithm [23] . Then the CHMM is used to simulate the non-stationary conditions of the electromagnetic noise.
CHMM Modeling Method
The solid red line in Figure 10a shows the time domain waveform of the electromagnetic noise measured at 315 MHz. First, an approximate estimate of the three elements for the λ is given. According to the measured data, the estimated values of P and I are:
To make a rough estimate of the value of B, it is actually to estimate the four values of µ 1 , µ 2 , σ 1 , and σ 2 . We select the threshold according to the method in [24] and take the mean and variance of the noise below and above the threshold as a rough estimate of µ 1 , σ 1 , µ 2 , and σ 2 . Based on the measurement data, the extracted results are µ 1 = 0.0019, µ 2 = 2.5470, σ 1 = 5.9967, and σ 2 = 35.7637.
Secondly, the Baum-Welch algorithm is used to get accurate values of the λ = (P, B, I). The accurate estimation results for elements of CHMM are: P = 0.9993 0.0007 0.1761 0.8239 (12)
where µ 1 = 0, µ 2 = 0.8770, σ 1 = 5.9696 and σ 2 = 17.9763. By using the previous parameterized CHMM model, we can simulate the noise, and the waveform in the time domain is shown in Figure 10a .
As shown in Figure 10a , dotted lines represent simulated noise while the real lines represent measured noise. Figure 10b ,c shows the APD and NAD values of the measured noise and the noise simulated by the CHMM model. It can be seen that the noise simulated by the CHMM model was very similar to the measured noise, whether APD or NAD values. Thus, the CHMM model can be used to characterize the time-varying characteristics of electromagnetic noise. In addition, it can be concluded from these discussions that the electromagnetic noise in industrial scenes is different from the additive white Gaussian noise. It will seriously affect the signal-to-noise ratio of wireless communication systems, thus affecting the quality of data transmission in the Industrial Internet of Things. Corresponding measures must be taken to reduce the interference of electromagnetic noise, usually using OFDM or interleaved coding technology.
concluded from these discussions that the electromagnetic noise in industrial scenes is different from the additive white Gaussian noise. It will seriously affect the signal-to-noise ratio of wireless communication systems, thus affecting the quality of data transmission in the Industrial Internet of Things. Corresponding measures must be taken to reduce the interference of electromagnetic noise, usually using OFDM or interleaved coding technology. 
Conclusions
In recent years, edge computing and the Internet of Things (IOT) have provided a technological basis for the development of intelligent manufacturing. In order to support the intelligent interconnection and application of all kinds of equipment in the industrial field, edge computing should be close to or embedded in all kinds of equipment nodes in the industrial wireless network. In order to better access or embed edge computing on various device nodes of industrial wireless 
In recent years, edge computing and the Internet of Things (IOT) have provided a technological basis for the development of intelligent manufacturing. In order to support the intelligent interconnection and application of all kinds of equipment in the industrial field, edge computing should be close to or embedded in all kinds of equipment nodes in the industrial wireless network. In order to better access or embed edge computing on various device nodes of industrial wireless networks, the channel characteristics of the Industrial Internet of Things (IIoT) should be studied first. Therefore, it is very meaningful to study the wireless network design of the IIoT.
In this paper, the measurement results of electromagnetic noise at three different test positions were given in an automobile factory. The spectrum occupancy of a factory wireless environment in the 300 MHz-3 GHz band was obtained by frequency domain measurement. By calculating the average power of path loss and electromagnetic noise in different frequency bands, the optimal frequency band for the IIoT is 916 MHz. In time domain measurements, we analyzed the distribution of electromagnetic noise in different plant areas and in different frequency bands by measuring four statistical parameters of 315 MHz, 433 MHz, and 916 MHz. According to the measurement results, we concluded that the time-varying characteristics of electromagnetic noise can be characterized by CHMM.
According to the research results, we suggest that under an IIOT scenario, 916 MHz is the best frequency band for the equipment. The 779 MHz band with the most serious noise interference should be avoided as much as possible. The focus of this paper is the noise characteristics in an IIOT scene and its modeling analysis. Therefore, the research in this paper has some limitations. In the following research, the authors will further explore the channel and noise characteristics in the IIOT scene, understand the IIOT scene more deeply, and try to find effective methods to reduce electromagnetic noise interference in the IIOT scene. 
